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[tumf@nico ~]$ sudo /sbin/iptables

iptables v1.3.5: no command specified
“iptables -h' or 'iptables --help' for more information.




[tumf@nico ~]% sudo /sbin/iptables --help
iptables v1.3.5

Usage: iptables -[AD] chain rule-specification [options]
iptables -[RI] chain rulenum rule-specification [options]
iptables -D chain rulenum [options]
iptables -[LFZ] [chain] [options]
iptables -[NX] chain
iptables -E old-chain-name new-chain-name
iptables -FP chain target [options]
iptables -h (print this help information)
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Usage:

co ~]$ sudo /sbin/iptables --help

iptables v1.3.5

iptables -[AD] chain rule-specification [options]
iptables 1 chain rulenum rule-specification [options]
iptables chain rulenum [options]

iptables Z] [chain] [options]

iptables -[NX] chain

iptables -E old-chain-name new-chain-name

iptables chain target [options]

iptables -h (print this help information)

R
long or short options are allowed.
Append to chain
Delete matching rule from chain
-D chain rulenum
Delete rule rulenum (1 = first) from chain
-I chain [rulenum]
Insert in chain as rulenum (default 1=first)
2 chain rulenum
Replace rule rulenum (1 = first) in chain
List the rules in a chain or all chains
Delete all rules in chain or all chains
Zero counters in chain or all chains
Create a new user-defined chain

Delete a user-defined chain
chain target
Change policy on chain to target

old-chain new-chain
Change chain name, (moving any references)

-p [!1] proto protocol: by number or name, eg. “tcp’
-5 [!] address[/mask]
source specification
d [!] address[/mask]
destination specification
-1 [1] input name[+]
network interface name ([+] for wildcard)
-j target
target for rule (may loaod target extension)
g chain
jump to chain with no return
-m match
extended match (may load extension)
numeric output of addresses and ports
[!1] output name[+]
network interface name ([+] for wildcard)
table table to manipulate (default: “filter')
verbose mode
print line numbers when listing
-f match second or further fragments only
try to insert modules using this command
s PKTS BYTES set the counter during insert/append
/ print package version.
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[tumf@nico ~]% _sudo /sbin/iptables -L
Chain INPUT (policy ACCEPT)

arget prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

Chain FORWARD (policy ACCEPT)
arget prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

arget prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)
prot opt source
all -- anywhere
iamp -- anywhere
esp anywhere
ah anywhere
all anywhere
tcp anywhere
tcp anywhere
tcp anywhere
tcp anywhere
all here

destination

anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere

here

icmp any

state RELATED,ESTABLISHED

state NEW tcp dpt:ssh

state NEW tcp dpt:http

state NEW tcp dpt:https

state NEW tcp dpt:zabbix-agent
reject-with icmp-host-prohibited
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Chain INPUT (policy ACCEPT)

arget prot opt source destination
RH-Firewall-1-INPUT all -- anywhere anywhere

Chain FORWARD (policy ACCEPT)
'-rget prot opt source destination
fH-Firewall-1-INPUT all -- nrwhere ngwhere

Thain OUTPUT (policy ACCEPT)
E prot source destination

F_;-'L.n.m_?ELFlé.mﬂ_i f-&hpl]f['-&llle;ér;clelﬂ IEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEETSm
arget prot opt source destination

ACCEPT all -- anywhere anywhere

ACCEPT iamp -- anywhere anywhere icmp any

MCCEPT esp anywhere anywhere

MCCEPT ah anywhere anywhere

MCCEPT all anywhere anywhere state RELATED,ESTABLISHED

MCCEPT tcp anywhere anywhere state NEW tcp dpt:ssh

ACCEPT tcp anywhere anywhere state NEW tcp dpt:http

ACCEPT tcp anywhere anywhere state NEW tcp dpt:https

ACCEPT tcp anywhere anywhere state NEW tcp dpt:zabbix-agent

gLl goywhere apywhere reject-with icmp-host-probibit
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[tumf@nico ~]% sudo /sbin/iptables -L
Chain INPUT (policy ACCEPT)

arget prot opt source
RH-Firewall-1-INPUT all -- anywhere

destination

anywheretf g; & g;

Chain FORWARD (policy ACCEPT)
arget prot opt source
RH-Firewall-1-INPUT all -- anywhere

destination

anywhereff g; & g;

arget prot opt source destination

Chain RH-Firewall-1-INPUT (2 references)
destination

prot opt source

all -- anywhere
iamp -- anywhere
esp anywhere
ah anywhere
all anywhere
tcp anywhere
tcp anywhere
tcp anywhere
tcp anywhere
all here

Yo£f Twot

anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere

here

icmp any

state RELATED,ESTABLISHED

state NEW tcp dpt:ssh

state NEW tcp dpt:http

state NEW tcp dpt:https

state NEW tcp dpt:zabbix-agent
reject-with icmp-host-prohibited
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Chain INPUT (policy ACCEPT)

target prot opt source destination

RH-Firewall-1-INPUT all -- anywhere anywhere
¥ target: RH-Firewall-1-INPUT eV E
¥protall O¢A ¢ I UE

¥ opt: -- :

¥ source: anywhere€ |

¥ destination: anywhere € C

m$“ goto RH-Firewall-1-INPU
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Chain RH-Firewall-1-INPUT (2 references)

target
ACCEPT
ACCEPT
ACCEPT
ACCEPT

prot opt source

all
ah

anywhere
anywhere
anywhere
anywhere

destination

anywhere## P

anywhere
anywhere
anywhere

icmp any

ACCEPT all -- anywhere anywhere state RELATED,ESTABLISHED

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:ssh

ACCEPT tcp -- anywhere anywhere state MEW tcp dpt:http

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:https

ACCEPT tcp -- anywhere anywhere state NEW tcp dpt:zabbix-agent
REJECT all -- anywhere anywhere reject-with icmp-host-prohibited

o

SSHHTTPHTTPS,zabbix ZZxé~"sM ?
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[tumf@nico ~]% sudo /sbin/iptables -L -v

Chain RH-Firewall-1-INPUT (2 references)

pkts bytes target prot opt in out source destination
(4] @ ACCEPT all -- lo any anywhere anywhere
(4] @ ACCEPT icmp -- any any anywhere anywhere
(4] @ ACCEPT esp -- any any anywhere anywhere

xUx (o) T'wl-¢Ax...eb

22



Chain RH-Firewall-1-INPUT (2 references)

target
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
ACCEPT
REJECT

prot opt source

all
ah

all
tcp
tcp
tcp
top
all

SSH,HTTP,HTTPS,zabbix

anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere

destination

anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere
anywhere

icmp any

state RELATED,ESTABLISHED

state NEW tcp dpt:ssh

state MEW tcp dpt:http

state NEW tcp dpt:https

state NEW tcp dpt:zabbix-agent
reject-with icmp-host-prohibited
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[tumf@nico ~]% cat fetc/sysconfig/iptables

*filter

:INPUT ACCEPT [0:8]

:FORWARD ACCEPT [0:0]

0UTPUT ACCEPT [100:9956]

RH-Firewall-1-INPUT - [@:8@]

-A INPUT -7 RH-Firewall-1-INPUT

-A FORWARD -7 RH-Firewall-1-INPUT

-A RH-Firewall-1-INPUT -1 lo -7 ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp --icmp-type any -7 ACCEPT

-A RH-Firewall-1-INPUT -p esp -7 ACCEPT

-A RH-Firewall-1-INPUT -p ah -7 ACCEPT

#-A RH-Firewall-1-INPUT -p udp -m udp --dport ©31 -7 ACCEPT

#-A RH-Firewall-1-INPUT -p tcp -m top --dport €31 -7 ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -7 ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m top --dport 22 -7 ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --stote NEW -m top --dport 88 -7 ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --stote NEW -m top --dport 443 -7 ACCEPT
# zabbix

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 10858 -7 ACCEPT
-A RH-Firewall-1-INPUT -7 REJECT --reject-with icmp-host-prohibited

COMMIT




[tumf@nico ~]% sudo fetc/init.d/iptables restart
Z7ATO =)= E#AS: AL[606[ i

F Al ir—%F ACCEPT [cBEhfilter A[[60G[

iptables E2—)L&MYHLPAL[60G] ]
iptables 27 A 70+ —JLIL—JLEWMAP: A[[60G[
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